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X-Force Incident Response is a subscription service 
that provides access to highly skilled security 
consultants. These consultants conduct pre-emptive 
incident preparation, data preservation, in-depth data 
analysis and response and management functions 
in the event of an incident. The service is designed 
to provide a preventive and proactive approach 
to security for your organisation and facilitate 
greater visibility into threats to enable a more rapid 
remediation while supporting complex infrastructures 
and industry-specific operations.

What is the service?

X-Force Incident Response provides up to 60 hours 
per annum of support based on a minimum 12-month 
subscription period, to assist organisations with 
computer security incidents or assist with emergency 
response preparation. The resources provided assist in 
preparing for, managing and responding to computer 
security incidents, including steps for analysis, 
intelligence gathering, containment, eradication, 
recovery and prevention.

  
What is X-Force Incident 
Response?
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Under the 60 hours per annum of support, the following activities are included:

• Project Initiation

• Emergency Incident Support

In addition to those listed above, additional services can be purchased, including:

• Incident Program Assessment

• Incident Response (IR) Playbook Customisation

• Incident Response Tabletop Exercise

• Quarterly IR Related Support and Status Update
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What do you use it for? 

The service is designed to be used as an integral part of a wider data 
security strategy and ensures a proven level of protection to secure 
your business. The service is designed:

• To enable organisations to intelligently prepare for, detect and 
respond to incidents in a pragmatic manner

• To minimise risk of possible security breaches which result in 
operational disruption, data leakage, reputation damage and 
regulatory complications 

• To build a comprehensive incident response program based on 
experience from working hundreds of major breach investigations 
around the world

• To access a global team of elite incident response consultants 
24x7x365 (based on chosen solution)

• To deliver actionable security intelligence on adversaries

• To minimise risk of significant business, financial and regulatory 
impact due to high exposure to cyber security threats 

• To provide resources to quickly investigate, respond to and manage 
security incidents which many companies do not have access to

• To increase visibility of current threats and security events to 
provide adequate preparation for incidents 

  



PRODUCT BROCHURE X-Force Incident Response6

The solution allows organisations to develop a robust 
security strategy and gives:

• Access to the top experts in the industry, responsible 
for hundreds of major breach investigations 

• Effective and practised response planning to reduce 
the level of breaches

• Access to actionable intelligence

• Valuable insight with detailed explanation on how 
and why an incident has developed which allows 
agile response to future threats

• Ability to mitigate brand and business impact of 
security breaches 

• Getting clients out of a continuous state of breach 
and approach incident response proactively 

• Delivering actionable security intelligence on 
adversaries 

• Globally available experts, assets and delivery 

 
What’s in it for you?
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What’s included in X-Force Incident 
Response?

Under the 60 hours per annum of 
support, the following activities are 
included:

Project Initiation

• Facilitate an on-site or remote project 
initiation workshop, for up to one day

• Introduce the X-Force IRIS 
management personnel that will be 
providing the service

• Define the process for making an 
Emergency Incident Declaration, 
including establishing the designated 
telephone number(s) and e-mail 
address(es)

• Review processes for responding to an 
Emergency Incident Declaration and 
for exchanging security incident data 
in a secure manner

Emergency Incidence Support

• Provide emergency response 24 hours/day, 7 days/week for 
Emergency Incident Declarations 

• Provide assistance and advice, if possible for handling the 
Emergency Incident Declaration including

1. Analysis of computer security incident data to determine the 
source of the incident, its cause, and its effects

2. Stopping the computer security incident at its source and/or 
protecting computer systems and networks from the effects of 
the computer security incident

3. Recommendations for restoration of the affected computer 
systems and networks to normal operation

4. Preparation of an analysis report describing the computer 
security incident, causes and effects, actions taken, and 
recommended future actions to mitigate risk
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Additional services can be purchased 
in addition to those listed above. These 
include:

Incident Program 
Assessment

• Conduct a review of existing 
incident response (IR) program 
documentation to deliver a one-year 
roadmap to support developing 
the maturity of the program by 
identifying milestones to serve as 
future goals

Incident Response (IR) 
Playbook Customisation

• Provide your business with a number 
of IR Playbook Customisations 
following a review that targets the 
top five highest priority incidents 
that could potentially occur

Incident Response Tabletop Exercise

• Working with your security team, we conduct a simulated exercise 
to determine how your team will respond to a security incident. 
The exercise will focus on:

1. How the team properly triage the incident

2. How well the computer security IR team work with each other

3. How well the security IR team performs in the five phases of 
incident response (analysis, containment, eradication, recovery 
and prevention)

4. How well the team interfaces with external entities (Internet 
service providers, administrators of other sites, other response 
teams, law enforcement entities, etc.

5. How well the team communicates with customers, external 
users, employees and the public media

• The results of the exercise are then documented and shared, to 
facilitate a discussion on the outcome of the exercise

Quarterly IR Related Support and Status Update

• This provides a check-up to review quarterly status, relevant 
events, provide updates on threat trends, ensure IR readiness and 
provide recommendations if appropriate, supported with a written 
status report 
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Vodafone Group is one of the world’s largest 
telecommunications companies and provides a range 
of services including voice, messaging, data and 
fixed communications. Vodafone Group has mobile 
operations in 25 countries, partners with mobile 
networks in 42 more and fixed broadband operations in 
19 markets. As of 31 December 2018, Vodafone Group 
had approximately 700 million mobile customers and 21 
million fixed broadband customers, including all of the 
customers in Vodafone’s joint ventures and associates.

By connecting people, places and things, Vodafone 
Business helps businesses of all sizes to succeed in a 
digital world. Our expertise in connectivity, together with 
our leading IoT platform, multi-cloud solutions, digital 
services and global scale, delivers the results customers 
need to help them progress and thrive. We are trusted 
partner to businesses of all sectors and public services 
around the world, and work side by side with them to 
understand the unique challenges they face and the 
goals they want to achieve.

For more information, please visit:  
www.vodafone.com/business

Next steps

If you want to discover more about X-Force Incident 
Response, please contact your Account Manager.

Why Vodafone?

www.vodafone.com/business
This document is issued by Vodafone in confidence 
and is not to be reproduced in whole or in part without 
the express, prior written permission of Vodafone. 
Vodafone and the Vodafone logos are trademarks of 
the Vodafone Group. Other product and company 
names mentioned herein may be the trademark of 
their respective owners. The information contained 
in this publication is correct at the time of going to 
print. Any reliance on the information shall be at the 
recipient’s risk. No member of the Vodafone Group 
shall have any liability in respect of the use made of 
the information. The information may be subject to 
change. Services may be modified, supplemented 
or withdrawn by Vodafone without prior notice. All 
services are subject to terms and conditions, copies  
of which may be provided on request.

http://www.vodafone.com/business
https://www.vodafone.com/business/home
https://www.vodafone.com/business/home

